
GDPR – 8 months in… 
John Walker 



It’s oh so quiet… 





Breaches – It could happen to you 

‘And the minute I clicked ‘Send’ I felt sick to the pit of my stomach….’ 

 

‘I’m not sure how it happened. They all get posted on the same day. In 
the office I sit and put them into envelopes. Sometimes there are 
distractions….’ 

 

‘And then a parent came into the office with some torn up paper that 
they picked up from the car park…’ 

 

‘We had a phone call from a very nice man, who said he had found a 
memory stick in the Aldi car park…’ 



Subject Access Requests 

• There are more of them 

 

• They are a real pain to manage 

 

• Seek advice immediately from your DPO -  sometimes they can be cut 
down 

• ‘You need to let the individual know as soon as possible that you need 
more information from them before responding to their request. The 
period for responding to the request begins when you receive the 
additional information.’ 

 

 



Unreasonable Requests 

• Can we refuse to comply with a request? 
 
• You can refuse to comply with a subject access request if it is manifestly 

unfounded or excessive, taking into account whether the request is 
repetitive in nature. 
 

• If you consider that a request is manifestly unfounded or excessive you can: 
 

• request a "reasonable fee" to deal with the request; or 
• refuse to deal with the request. 
• In either case you need to justify your decision. 



Scaremonering 

‘As you may be aware, the changes in the data legislation laws are now in 
force, meaning it is important that all businesses have a regular service level 
agreement in place for dealing with their confidential data. This applies to all 
schools handling student information including address details, contact 
numbers and payment information.  You will need to provide a full audit trail 
to Ofsted to show how your waste is destroyed to protect both you and your 
students. We can provide you with this in the form of a certificate of 
destruction. 
  
If you are currently shredding in house and placing confidential shredding 
with the recycling waste or storing bags/boxes or if these are left open near 
your desk, you are still liable for any data breach and the fines are high! 4% 
of annual turnover for non compliance.’ 





News from the ICO – Data Sharing 

 

• This code has not been updated since the Data Protection Act 2018 
became law. We are working on updating the code and have launched 
a call for views. The updated code will explain and advise on changes 
to data protection legislation where these changes are relevant to 
data sharing. It will address key aspects of the new legislation 
including transparency, lawful bases for processing, the new 
accountability principle and the requirement to record processing 
activities. 



Enquire Learning Trust – ICO Audit 

Areas for Improvement 

• ELT should ensure that risks for all information assets are assessed, 
documented and supervised, ownership of records should be 
assigned an Information Asset Owner. ELT’s information risk 
management process should be documented. 

• The data map should be expanded to include; the purposes of 
processing, the legal basis, whether data is transferred internationally 
or not and details of technical and organisational measures in place 
and safeguards. 

• A Data Protection Impact Assessment (DPIAs) process should be 
documented and implemented. 



Audit cont. 

• As intended, a programme of internal audits for each term should be 
formally established and documented. Routine compliance checks 
should be recorded and reported on. 

• Specialist training for key staff in areas such as information subject 
access requests (SARs), data sharing, and DPIAs and information risk 
should be rolled out. 

• Data sharing agreements should be put in place for all regular data 
sharing and these should be regularly reviewed and documented on a 
central log. 

• ELT should develop and implement a process to record data sharing 
decisions centrally ensuring an assessment is done of the legality of 
data sharing, including the necessary conditions of processing. 



Myth Busting – ICO Style… 

Churches cannot ask for Christmas prayers for named parishioners who 
are ill or sick, because their health data is protected  

This is another case caused by confusion surrounding the need for 
consent.   

 

The new laws exist to give people more rights and freedoms, not to act 
as a barrier to small community groups. If this is something that the 
parishioner concerned might reasonably expect and welcome and the 
church can justify processing their health data, then it is unlikely to be 
breaching the law. 



Prosecution 
A former nurse at Southport and Ormskirk Hospital NHS Trust has been prosecuted for accessing 
patients’ medical records without authorisation. 

 

Clare Lawson who had been a staff nurse on the hospital’s Rehabilitation Ward since October 2011 
had accessed paitents’ medical records outside of her role. 

 

Ms Lawson had inappropriately accessed the records – including maternity and paediatric records - 
of five patients, 17 times. 

 

It was also heard that Ms Lawson made multiple accesses to the records of some of these 
individuals including the blood results of a friend 44 times after they had been discharged, as well 
as foetal scans. 

 

Ms Lawson, of Southport appeared before magistrates in Bootle on 24 September and admitted 
unlawfully obtaining and disclosing personal data, in breach of s55 of the Data Protection Act 1998. 
She was fined £400 and was also ordered to pay costs of £364.08 and a victim surcharge of £40. 



What next? 
• Understand your data management as a whole school 

 

• Work our who you share data with, and where the risks are likely to 
be 

 

• Check you IT provision and security 

 

• Keep GDPR on the radar 

 

• Build on solid foundations 

 


